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General Information
File name:

MD5:

SHA-1:

File Size:

Identified as:

Analysis Overview:

First submission on:

samplel.exe

acd9633b90007094d49c6685fbbe4917
3c87bd8411c489314428f7e5a4d335429¢c2292ad

137 KB

4-10-2012

Trojan:Win32/Nedsym.G [Microsoft]
Trojan-Dropper.Win32.Dapato.bkdv [Kaspersky Lab]
Generic PWS.aaf [McAfee]

Mal/NecursDrp-B [Sophos]

Trojan.Win32.Nedsym [Ikarus]

Samplel.exe being identified as Win32/Nedsym.G is a trojan that distributes spam email messages. It
also collects information about the affected computer, and sends it back to its command and control

(C&C) server.



Technical Analysis

1. When executed, the trojan drops a copy of itself in the “%UserProfile%\Application
Data” folder:

ptureBat analysis report]

amplel.exe -> C:\Documents and Settings\Administrator\Application Dath\WMPRWISE.EXE

2. Trojan:Win32/Nedsym.G modifies the “Microsoft Firewall 2.9” registry entry to ensure
that its copy executes at each Windows start:

rpt from Regshot analysis report]
-1-5-21-1606980848-1614895754-682003330-500\Software\Microsoft\Windows\CurrentVersion\Run\Microsoft
IFirewall 2.9: "C:\Documents and Settings\Administrator\Application Data\WMPRWISE.EXE"

Here % UserProfile% refers to the folder which for Windows XP, 2000 and NT is
C:\Documents and Settings\<user>; and for Windows Vista, 7 and 8 is C:\Users\<user>.

3. The trojan creates a new process in the system and drops two DLL components which
replaces the file DESKTOP.INI and creates NTUSER.DAT in the same folder.

\Documents and Settin
ninistrator\Application Date
\Documents and Settings\Administrator\Application Data\WMPRWISE.EXE -> C:\Dgcuments and, Se

jttings\Administrator\Application Data\desktop.ini
file: Write C:\ nts and Setting ministratar\Application Data\WMPRWISE.EXE -> C:\Documents and Set
“\Application Dath\desktop.ini
nts and Settings\Adminisirator\Application Data\WMPRWISE.EXE -> C:\D@cuments and Set
tings\Administrator\Application Dath\ntuser.dat

The component file, DESKTOP.INI, is used for encrypting the communication with the
C&C server, while NTUSER.DAT is used for compressing the information sent to the
C&C server.

4. The trojan also creates the following registry entries in order to determine the identity of
the affected computer:

In subkey: HKLM\SOFTWARE\Microsoft\Internet Explorer\LowRegistry
Sets value: "SavedLegacySettingsML"
With data: <generated user ID>



rosoft\Internet Explorer\

5. Win32/Nedsym.G creates mutex "MSCTF.Shared. MUTEX.LDR" in order to verify if
another copy of the trojan is running in the affected computer.

6. It makes DNS requests for domain names like feedweb.dnsymsdn.net and axabw.ru trying
to connect to its C&C servers.

A 50 89.609246 192.168.1.20 192.168.1.10 DNS 68 Standard query Oxfiba A axabw.ru - T

Frame 50: 68 bytes on wire (544 bits), 68 bytes captured (544 bits)
Ethernet II, src: Vmware_65:2F:81 (00:0c:29:65:2T:81), Dst: vmware_0a:b0:6c (00:0c:29:0a:b0:
Internet Protocol Version 4, Src: 192.168.1.20 (192.168.1.20), Dst: 192.168.1.10 (192.168.1.:
User Datagram Protocol, Src Port: 1030 (1030), Dst Port: domain (53)
Domain Name System (query)
Response In: 51
Transaction ID: Oxflba
# Flags: 0x0100 standard query
Questions: 1
Answer RRs: 0O
Authority RRs: 0
Additional RRs: 0
-] Queries
-l axabw.ru: type A, class IN
Mame: axabw.ru
Type: A (Host address)
Class: IN (Ox0001)

=+ F =

0000 00 Oc 29 0Oa b0 6c 00 Oc 29 65 2f 81 08 00 45 00 D N -7 =
0010 00 36 01 d4 00 00 80 11 b3 74 cO a8 01 14 cO a8 L TP P
0020 01 0a 04 06 00 35 00 22 2d 96 f1 ba 01 00 00 O1  ..... 5.0 -

0030 00 00 00 00 00 00 ENGWEENGWFEIEVEFiEENE ......
0040 00 01 00 01

7. Trojan:Win32/Nedsym.G retrieves configuration data about its spam details, templates
and SMTP servers from its C&C server.

For this it generates a random IP in the range of 217.20.255.255 (based on date and time)
and tries to access the following pages through HTTP Post method in order to send and
access information to and from its C&C server.

e /statl.php

e /stat2.php

e /logacc.php
e Jerror.php?
e /u.php?

e /smtps.php



Mo, Time Source Destination Protocol Length Info
1 0.000000 .168. 93, 7. .16 62 ansysImd > http [SYN] Seq=0 win=64240 Len=0 M55=1460 SACK_PERM=1

2 0.083582 217.20.112.161 192.168 93.20 TCP 58 http > ansysImd [SYN, ACK] Seq=4294966784 Ack=1 win=16000 Len=0 M55=1460
3 0.087025 192.168.93.20 217.20.112.161 TCP 60 ansysImd > http [ACK] Seq=1 Ack=4294966785 Win=64240 Len=0
4 0.105599 192.168.93.20 217.20.112.161 HTTP 300 POST /statl.php HTTP/1.0
5 0.106997 217.20.112.161 192.168.93.20 TCP 54 http > ansysImd [ACK] Seq=4294966785 Ack=247 Win=15754 Len=0
6 0.148732 192.168.93.20 192.168.93.255 BROWSEF 258 Domain/workgroup Announcement WORKGROUP, NT wWorkstation, Domain Enum
7 0.229082 217.20.112.161 192.168.93.20 TCP 566 [TCP segment of a reassembled PDU]
8 0.229275 217.20.112.161 192.168.93.20 TCP 566 http > ansysImd [ACK] Seg=1 Ack=247 Win=16000 Len=512
9 0.229406 217.20.112.161 192.168.93.20 TCP B8 [TCP segment of a reassembled PDU]
10 0.231414 192.168.93.20 217.20.112.161 TCP 60 ansysImd = http [ACK] Seq=247 Ack=547 win=63182 Len=0
11 0.232619 217.20.112.161 192,168.93.20 HTTP 54 HTTP/1.1 404 NOT FOUND (text/html)
12 0.234341 192.168.93.20 217.20.112.161 TCP 60 ansysImd > http [Ack] Seq=247 Ack=548 win=63182 Len=0
13 0.252505 192.168.93.20 217.20.112.161 TCP 60 ansysImd = http [FIN, ACK] Seq=247 Ack=348 Win=63182 Len=0
14 0.252542 192.168.93.20 217.20.127.215 TCP 62 vfo > http [SYN] Seg=0 Win=64240 Len=0 M55=1460 SACK_PERM=1
15 0.252824 217.20.112.161 192.168.93.20 TCP 54 http > ansysImd [ACK] Seq=548 Ack=248 Win=16000 Len=0
16 0.253051 217.20.127.215 192.168.93.20 TCP 58 http > vfo [SYN, ACK] Seq=4294966784 Ack=1 Win=16000 Len=0 M55=1460
17 0.254536 192.168.93.20 217.20.127.215 TCP 60 vfo > http [ACK] Seg=1 Ack=4294966785 Win=64240 Len=0
18 0.257692 192.168.93.20 217.20.127.215 HTTP 466 POST /statl.php HTTP/1.0
19 0.257839 217.20.127.215 192.168.93.20 TCP 54 http > vfo [ACK] Seq=4294966785 Ack=413 win=15588 Len=0

~Stream Content

POST /statl.php HTTP/1.0

Host: 217.20.112.161

User-agent: Mozilla/4.0 (compatible. MSIE 8.0. windows NT 5.1)
Accept-Encoding: gzip,deflate

Content-Length: 81

X.+K-.5T..0....... IL.H-S.ML../N-. /K-*_...5R..
JEML L L L L oy~ L TELML KL XHTTR/1.1 404 NOT FOUND

server: Microsoft-II5/5.0

P3P: CP="ALL IND D5P COR ADM CONo CUR CUSo IVAD IVDO PSA P5SD TAI TELO QUR SAMo CNT COM
INT NAV ONL PHY PRE PUR UNI'

content-Location: http://cpmsftwbw2? /default.hhtm

Date: Thu, 04 Apr 2002 06:42:18 GMT

Content-Type: text/htm]l

Accept-Ranges: bytes

<html=<titles>You are in Error</title>

<body=

<hl=Y¥ou are in Error</hl>

0 strange and inconceivable thing! we did not really die, we were not really buried, we
were not really crucified and raised again, but our imitation was but a figure, while our
salvation is in reality. christ was actua11y crucified, and actually burie and truly
rose again; and all these things have been vouchsafed to us, that we, by 1m1tat1on
communicating in His sufferings, might gain salvation in reality. O surpassing loving-
kindness! Christ received the nails in His undefiled hands and ¥ee and endured anguish;
while to me without suffering or toil, by the fellowship of His pa1n He vouchsafed
salvation.

<p>

St cyr11 of Jerusalem, on the Christian Sacraments.

{fhtm¥}

|Entire conversation (1304 bytes) El




Memory Analysis using Volatility

1. View the current running processes. The executable creates a new process
WMPRWISE.EXE with process Id 2780.

2. Check the DLLs imported by WMPRWISE.EXE. It imports two suspicious DLLSs:
desktop.ini and ntuser.dat.



3. Dump the DLLs from the memory addresses where they are located in memory.

The dump file of desktop.ini DLL is identified as Trojan.Win32.Agent.9512.



