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“A Trojan horse,
or Trojan, is a
non-self-
replicating type of
malware which
appears to
perform a
desirable function
but instead
facilitates
unauthorized
access to the
user's computer
system”

Introduction and Technical Analysis

Introduction and Technical Analysis

General Information

File Name : Sample2.exe

MD5 : f0cf91991966cf57c207e24fa9ca8afd

SHA-1 : 12e935¢3add1f698098a2d625¢c98e6f7935b20cd
Detected as : TROJ_GEN.R47CCIG

Other know Aliases : Backdoor.Win32.IRCBot.faa,

Backdoor.Win32.IRCBot.ai009,
Win32:IRCBot-DIC [Trj]

Analysis Overview

Sample2.exe was identified as ‘TROJ_GEN.R47CCIG* which is a trojan that connects to an
Internet Relay Chat server ( IRC server) and provides attacker with remote access to the
infected system.

Technical Analysis

The worm copies itself as ircaddon.exe in system32 directory.

It modifies and Adds new registry keys to victim machine so that it runs every time
Windows starts.

Tries to spread via attachments sent via messenger services.

Allows the attacker to gain access and take control of the computer via Internet Relay
Chat

Attacker can perform actions like create, delete or shell execute by sending keywords

like “buzz”, “sun”, “open” etc.

It tries to connect to the Internet Relay Chat server by making calls via system
localhost (i.e. 127.0.0.1) using port no 7777.

It randomly generates the nickname and user credentials to join the Internet Relay

Chat.
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.data:0ouh9an1 ay22 db "u22°,0 ; DATA XREF: sub_402303+EBTo

-data:0B452A05 ; char a376[h]

.data:8B8449a05 ald7é db *376°,0 ; DATA XREF: sub_482303+D7To

-data:0o449A09 aPongs db *PONG %s°,0ah,0 ; DATA XREF: sub_k02303+99To

.data:B0s49a12 ; char aPing[]

.data: 00549012 aPing db ‘PING®,0 ; DATA NREF: sub_402303+851d|

.data:0o449a17 aNickSUserSHick db “HICK %s*,8ah ; DATA XREF: sub_4@2a636+82To

.data:enuson17 db *USER %s “nick" “%s" :%s*,0Ah,0

.data:Bo449a38 ab_bD_D_D db *%d.%d.%d.%d’,0 ; DATA XREF: sub_up2036+80T0

-data: BasLE9aLY db 6%h ; i

-data:0B4L9A45 byte LL4YALS db 4Ch ; DATA XREF: sub_&@1FB9+uATr

-data:BaLLEPALE F db " hzh nBuFkOv6PeN1kFAXPAB1ECTGHIJZhKRDSgOT jUcoUSyurig2sy’ 0
-data:0sLPa8Y db 6&6h ; F

-data:0Bss9ass byte 449AE5 db 41h 3 DATA XREF: sub_4@1F3C+uatr

.data:nosL9ARG aX9dbitc3udpem8 db *x9dB1tCIuDPEMBWFR7G-HIJZhKiLkzMaNnOv6PeQlkRbSg AT jUcoUSyWrXg2sy* ,0
-data:@0s49ACS db 4Bh ; K

.data:N04L9ACH byte 44OACH db 69h ; DATA XREF: sub_4OMEBF+4ATr

.data:@esha9ac? al épeql db ‘L4 eQ1lkFAXPIB1LCIUDPERBWFR7G-HIJZNRDSGAT jUcoUSYWrigq2sy ' , 0
.data:epan9ens aPriumsgss db “PRIUMSE %s :%s°,0 ; DATA XREF: sub_4014D8+7B6To

.data:00449815 ; char Source[]

.data:@Bu49815 Source db BAh,8 ; DATA XREF: sub_4E1408:loc_hoicuato
.data:0e449817 aRedirectSISI db “redirect %s:%i > %s:%1°,0 ; DATA XREF: sub A4@14D8+6BFTo
-data:00449B82E ; char aSend[]

.data:00449B2E aSend db *SEHD" ,8 ; DATA XREF: sub_4014D8+631To0

Above is the code excerpt from the Trojan showing auto generation of nick and user
credentials to join the Internet Relay Chat

A FUEH & o L
£ Flnioon | PO tanclez. susmre Sanc o2, BIRFT
EE SEscveon | AL LE.L . -
£.25 S3144n0 40 TADED) FTE U5 :
| 1
AR, Bumiosns
i | Gax T - Strene
| Bt
I .ﬁu | S saﬁ&v Sing |02 BB4BISET
8 B | B
EE [Foce0 | CALL isole. 00401000
5 |Poe b
3 SROC0000 | FP sarole, 0401C21
VRETE 1B | PiSH DWoRD FTR SarfEEPe10]
! &a'Bedlazen |PUSH sanolez, st artbatal~
%ugwu ;m CRTILL. 3erenc Strang
| A
S 0000 T2 varolez, 0481491
30 64914400 T DMORD PIR DSsl4491641, |
75 IE | P2 SHORT sanple2. 8348150E
62 GCoR4100 | FUSH saneles, DO410ROC
£ Fsbibo | Ptk Sirpled ondse
Sten DeFDRFFF LEA £, PTH 5o [EBF-2281
E | Bk e
E5 EMEDOO | AL sanolez, DO4DE411
ol s
T |de SR ]
oy W SRR aangls i
FRTE L | Pzt Cukont PR S5 CEietE)
8’ G 08 | FUSH sanolez. 008
ES SEED00 | CHLL tableZ. 0040411
|65 GCoNd108 | FUSH sanplec. B0 igao:
55 E56ad00 | FUSH saeoles:
LER ER, PTH S5 EEF-2281
| P e
| AL sane
R S, 1
o, b sl &

Above is the code excerpt showing the use of keywords to perform certain operations.
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System Activity

Registry changes
This worm creates the following registry entries to enable its automatic execution at every
system startup under the name ‘Internet Messaging File System’

HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\Run

The following registry entries are Read
HKLM\SYSTEM\CurrentControlSet\Services\Winsock\Parameters
HKLM\System\CurrentControlSet\Services\Tcpip\Parameters\Winsock
HKLM\System\CurrentControlSet\Services\WinSock2\Parameters\NameSpace_Catalog5\
Catalog_Entries\000000000001

File Changes

It creates a replica of itself at the system folder (system32) with a name ircaddon.exe.
It also modifies \Device\Afd\Endpoint

An Image excerpt from CaptureBat showing registry entries

Hame FleTme ToEvets Opes  Clses  Resds  Wikes Fead. ‘Wil  GetAlL SelACL  Othe
sC | ontessa 154 £ ] n [ 4 0 187152 ] 0 ®
= Diocuments snd Sesings 00030848 b 2 1 0 o o [ 1 0 ]
5 Admnishston 00000848 ] 2 1 0 o [ [ ] 0 Fal

i Deskion 00000848 ] 2 1 o o [ ] a 0 a

= SH_mertorrhin_samples 00030648 ] 2 1 0 o ] [] ] 0 a

5 ] 00030848 ] 2 1 0 o [ ] ] 0 a

RIDLLOLL 0mem TS [ a o ] [ ] 1 0 1

PE.DLL 0000020 [+] ] o o o o 0 0 1

usFI0E Q0000511 [ ] 0 o o [ ] 0 1

WSIHELP I 000003 o 0 0 0 o o ) ] 1

W52 220LL 00000135 [ 0 0 o [ [] ] 0 1

Feeicigdl Q0001 [ [ 0 o o [ ] 0 1
samgle? e Q000123 14 1 1 0 ] [ ] ] 0 12

sampie? exe Local 00000378 2 0 ] 0 0 [ ] ] 0 2
= WINDOWS 00158352 120 -] 2 o 4 0 1E7152 ] o ]
= Preleich 00000522 1 1 [ o o 0 [] ] 0 o
SAMPLEZ EXE-CHEBA 2 pl 00000622 1 1 0 0 o 0 [ ] 0 [

= Winses 00011363 n 3 2 0 ] 0 [ ] 0 6
= _Microsolt windows, Commor-Cortioks_B5950 00011353 n 3 2 0 o o [] a 0 [
comci32 ol amnory 3 2 2 0 o ] [ a 0 5
‘windowsShel Corfig 000003% 1 1 [ 0 0 0 ] 1 o ]
Wil Maridest 0001305 ] 3 3 o ] [ ] 1 o 12

e am3sa =] a 7w ] 4 [ AL~ a ] &
SHELLI2 DL 124 Conig Q000375 1 1 [] o o 0 [ ] 0 []
SHELLI2 DLL 1 24 Mandest Q0000411 1 1 a 0 o 0 [] ] 0 [
comet 2 i 0000625 5 1 1 o o [ ] a 0 3
comcdd2 ol 124, Canliy 00000313 1 1 [ 0 0 [ 0 ] 0 0
comc12 ol 124 Maniest 00000352 1 1 0 o o 0 0 ] 0 o
crdidl 00001253 3 1 1 o o [ [ ] 0 4
hretchg.di 00015037 5 1 1 o o ] ] 1 0 3
a2 dl 00002130 ] ] 3 [ ] o ] ] 0 13
¥caddon v 00060825 n 1 1 0 4 0 1§78 1 ] 4
k.l 00000872 5 1 1 0 0 o [] 0 0 3
mvasoch di Q0015150 12 2 2 o ] ] [ ] o 8§
shali2 &l 00005474 5 i 1 0 o o ] ] 0 3
wplld Q0002940 5 1 1 o ) ] 0 ] 0 3
w2 R Q0000437 3 1 1 0 o o ] ] o 3
wiZhalp.di 00000453 5 1 1 0 o o ] ] o 3
wabicpp di Q0002053 1 2 2 o ] [ ] ] o 7
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Network Activity

Network Activity

The Trojan tries to connect to the Internet Relay Chat server by making calls via system
localhost (i.e. 127.0.0.1) using port no 7777

An image showing the Trojan trying to establish the connection via local host using port no

7777
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4 local z Ircst:

a4 TCP Reconnect localhost 1644 - localhost. 7777
a4 TCP Disconnect localhost:1644 - localhost 7777
A4 TCP Reconnect localhost 1645 -> localhost 7777
4 TCP Reconnect localhast 1645 > localhost 7777
4 TCP Disconnect localhost 1645 - localhost. 7777
#a TCP Reconnect localhost 1646 -> localhost 7777
#u TCP Reconnect localhost 1646 -> localhost 7777
4 TCP Disconnect localhost: 1646 -> localhost: 7777
aa TCP Reconnect localhost 1647 -» localhost 7777
44 TCF Reconnect localhost 1647 - localhost: 7777
i TCP Disconnect localhost 1647 - localhost 7777
44 TCP Reconnect localhost 1648 - localhost. 7777

cv C:AWINDOWS\system32\cmd.exe

ft Windows

AP [Ve 5.1.260081

wyright 1985-28081 Microsoft Corp.

USER xAld1lddxdBx9

L]
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS

“"nick" "“"wNanvaaaaNv" :adLzaLLLL4aalL

Length: 0
Length: 0
Length: 0
Length: 0
Length: 0
Length: 0
Length: 0
Length: 0
Length: 0
Length: 0
Length: 0
Length: 0




